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By Localhost Test API

Custom APl Identifier http://localhost:5173

Quickstart ~ Settings ~ Permissions  Machine To Machine Applications ~ Test

General Settings Id
67, ib7

The APl id on our system. Useful if you prefer to work directly with Auth0's
Management AP instead

Name *

Localhost Test API
A friendly name for the API. The following characters are not allowed < >
Identifier

http://localhost:5173 g

Unique identifier for the API. This value will be used as the audience parameter
on authorization calls.

Access Token Settings Maximum Access Token Lifetime *

‘ 86400 seconds ‘

Time until an access token issued for this APl will expire.

Implicit / Hybrid Flow Access Token Lifetime *

7200 seconds ‘

Time until an access token Issued for this AP, using either the implicit or
hybrid flow, will expire. Cannot exceed the maximum access token lifetime.

JSON Web Token (JWT) Profile

Auth@ v

Profile used when issuing access tokens for this API.
Learn more about token profiles &

JSON Web Token (JWT) Signing Algorithm
RS256

Algorithm used to sign access tokens  issued for this APl
Learn more about signing algorithms

JSON Web Encryption (JWE)

Encrypt the signed access_token issued for this API.
Learn more about JSON Web Encryption

Token Sender-Constraining Sender-Constraining Method

None v

Method used to constrain access tokens issued for this API to an application
when it sends a compatible request
Learn more about token sender-constraining &

Require Token Sender-Constraining

When required, access tokens must be constrained to an application to
prevent unauthorized use of leaked or stolen tokens. Requires a sender-
constraining method.

RBAC Settings Enable RBAC

Q Search Discuss your needs

transaction.

Add Permissions in the Access Token

(o)

If this setting is enabled, the Permissions claim will be added to the access
token. Only available if RBAC is enabled for this API.

Access Settings User Consent Policy

Standard v

Policy used when asking users for consent to access their information or
perform actions on their behalf. Learn more about user consent policies

Allow Skipping User Consent

If this setting is enabled, this API will skip user consent for applications flagged
as First Party.

Allow Offline Access

@

If this setting is enabled, Auth@ will allow applications to ask for Refresh Tokens
for this API

Danger Zone

Delete this API
Delete
Once confirmed, this operation can't be undone!



